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I. INTRODUCTION 

COMPLAINT FOR CIVIL 
PENALTY, DAMAGES AND 
RESTITUTION 

21 
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24 II 1. This case involves a voting system vendor's unauthorized changes to the hardware 

ELECTION SYSTEMS & SOFTWARE, INC., a 
Delaware corporation, and Does 1-25, 

Defendants. 

Plaintiff, Debra Bowen, the California Secretary of State, hereby alleges: 

25 11 and firmware of an electronic ballot-marking device and its failure to notify the Secretaty of State 

NO FILING FEE REQUIRED 
PURSUANT TO 
GOVERNMENT CODE 
SECTION 6103 

26 I bf such changes. "When a voting system or part of a voting system has been approved by the 

27 1 secretary of state, it shall not be changed or modified until the Secretary of State kds been 

28 notified in writing and determined that the change or modification does not impair its accuracy H 
1 

Complaint For Civil Penalty, Damages ond Restitution 



and efficiency sufficient to require a reexamination and reapproval . . . ." (Elec. Code, $ 19213.) 

Dcfcndant Election Systems & Sotlwal-e disregarded its obligations under California law to 

notif11 the Secretary of State of changes that it made to its voting device called the AutoMARK 

4100. Five Califoniia counties piirchased a total of 972 of these AutoMARKs, which contained 

mauthorized changes. Some, if not all, of these five counties bclicvcd that they were purchasing 

.he certified AutoMARK AlOOs when in fact they had purchased unlawfully cha~lgcd 

4utoMARK A200s. Some, if not all, of the five counties used these A u t o M M  A200s in 

:lections. These AutoMARK A200s have never received the approval of the Secre1al.y of State 

md thus, should never have been used in elections in California. The Secretilry of Statc, as the 

:hief elections officer of the State, brings this action to enforce the law and to protect the 

ntegrity of Califoniia's \~oting systenis, whicli is of paranlount concern to a11 Californians. 

11. PARTIES 

2. PlaintiffDebra Bowen is the California Secretary of State. The Secretary of State 

s the chicf elections officesof thc state. (Elcc. Code, 5 10; Gov. Code, $ 12172.5.) The 

iecretary of State is responsible for the general supe~~is ion  of clectiolls and administration of 

:lection laws. I-ler duties iliclude setting standards for and certifying various voting machines 

nd systenls. 

3. Defendant Election Systeins & Software, Inc. ("Dcfendant"), a Dclaware 

o~yoration, is one of the major voting systcnl vcndors used by more than a dozcli California 

ounties. 

4. Defendants Doe 1 through Doe 25, inclusive, are sued in this complaint ~~l idcr  

ictitious names. The true nanies and capacities of defendants Doe I through Doe 25 arc 

nknown to the Secreta~y of State. I n e n  they are ascertained, the Secrctary of State will amend 

le complaint to state their names and capacities. 

111. JURlSDICTlON AND VENUE 

5 .  This Court has jurisdiction pursuant to California Constitution Article VI, section 

0, because this case is a cause not given by statute to other trial courts. 

/ 
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I1 significant business in California, has sufficient minimum contacts with California, or otherwise 

I 6. This Court has jurisdiction over Defendant because it is a busincss entity that does 

7. Venue is proper in this Court pursuant to Civil Procedure Code sectio~ls 393 and 

395.5. 

IV.  STATUTORI' BACKGROUND 

8. California law prohibits the use of any "voting system, in  whole or in part" 

"nuless it l ~ a s  received approval of the Secrcta~y of State prior to any elcction at which it is to be 

first used." (Elec. Codc, $ 19201, subd. (a).) 

9. Prior to considering any voting system for approval, the Secretary of State 

3 

4 

5 

3 conducts a thorough examination and review of the proposed system, wllich includes: (a) review 

4 of the applicatiorl and documer~tation of the system; (b) end-to-end fiinctional exaininatiorl and 

interltionally has availed itself of the Califon~ia market, though the sale, marketing, and use of 

its voting machines aud systems in California, to render thc exercise ofjurisdictior~ over it by the 

California courts consistent with traditior~al nolior~s of rair play end substantial justice. 

5 testing of the system; (c) volurne testing undcr clcction-like circu~nstances of the system anclior II 
5 all voting devices with which the voter directly interacts; ((i) demoilstration for and review by 

7 targeted stakeholders, includilig county elcctiolls officials, representative advocates for voters 

i with accessibility needs and Secretary of Spate stalk and (ej a public hearing and a public 

) cotiiment period I1 
1 10.' "When a voting system or pa11 of a voting system has bee11 approved by the 

Secretary of State, i t  shall not be changed or modified until the Secretary of State has been 

! notified in writing and detclmined that the change or modificatioil does not impair its accuracy 

t 11 and efticicncy sufficient to req~~i re  a reexanlinatio~l and rcap~roval . . . ." (Eiec. C o b ,  $ 19213.) 

1 1 1  11. Under California law, the Secretary of State bas the power to seek, among other 

; things, monetary darnages, refunds, civil penalties, and ir~junctivc relief against anyone who fails 

; to notify the Secretary of State and receive Secretary of State authorization before changing or 

/ rnodifirng a M i b c d  voting systc~n. 

ii 3 
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3 inserts or causes the insertion of uncertified hardware, software, or firmware, for whatcver II 

1 

2 

12. Elections Code section 18564.5, subdivisioii (a)(5) provides that thc Secretary of 

State may bring a civil action against a business that "jk]nowingly, and without authorization, 

7 Statc may bring a civil action against a busi~lcss that ''[flails to notify the Secretary of Statc prior /I 

4 

5 

6 

to any change in l~ardware, software, or finliware to a votilig machine, voting device, voting 

system, or vote tabulating device, certilied or conditionally certified for use ill this state." (Elec. 

Code, 4 18564.5, subd. (a)(6).) 

14. 111 any civil action brought pursuant to Elcctio~is Code scction 18561.5, the 

purpose, into any voting machine, voting device, voting systcm, votc tabulating device, or hallot 

tally software." (Elec. Code, 9 18564.5, subd. (a)(S).) 

13. Electioiis Code section 18564.5, subdivision (a)(6) provides that the Secretary of 

2 Secretary of Slate lliay recover a civil penalty not to exceed $50,000 for each act. (Elcc. Code, 

3 6 18564.5, subd. (b).) 

4 15, In addition to the remedies set forth in Elections Code section 18564.5, the 

5 Sec~etaiy of State may seek all of the following relief for an unauthorized change in hardware, I1 
5 software, or fimiware to any voting systetil cettified or co11ditionally certified in California: 

7 Moncta~y damagcs, not to exceed $10,000 per violation. 

3 Itnnzediate c o ~ n m e n c e ~ ~ i e ~ ~ t  of dece~iificatio~i proceedings for the voting 

) I /  system in question. 

' / I  Prohibiting the manufacturer orx~endor of a voting systcnl from doing any 

elections-related business in thc state for one, two, or thlee years 

Refund of all moneys paid by a locality for a conipromised voting system, 

i I/ whether or not the voting system has been used in an election 

I Any other reniedial actions authorized by law to p~.evci:nt u ~ ~ j u s l  enrich~nent of the 

offending party. 

i (Elec. Code, 8 2 921 4.5, subd. (a)(l)-j5).) 
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1 16. The Secretary of State also may seek injunctive rclief requiring any vendor or 

2 ma~~ufacturer of a voting machine, voting system, or vote tabulating dcvice to comply with the 

3 requirements of the Elections Code. (Elec. Code, $ 19215, subd.(a); see Eiec. Code, $ 18564.5.) 

4 17. The Secretary of State has the power to investigate any alleged violatiot~s of the 

5 Elections Code. (Elcc. Code, $ 19102.) I1 
6 18. Prior to deciding to bring a civil action pursuant to Elections Code section 

7 19214.5, the Secretary of State must hold a public hearing and issue findings. (Elec. Code, 

8 $ 19214.5, subd. (b).) 

9 19. The Secretar). of State is not required to hold a public hearing to bring a civil 

action under Elections Code section 18564.5. 

V. FACTS 

20. Defendant sells an Optical Scan Voting Systen~. On June 1,2005, Dcfcndant's 

Optical Scan Voting System, including thc AutoMARR A1 00, Version 1.0 ballot-marking 

device, received federal certification (NASED #N-1-16-22-12-001). 

21. The AutoMARK is a stand alone voter assist tellninal that was specifically 

designed to allow voters with disabilities to mark a paper ballot privately and independently. The 

ballot is then read by an optical scan device. 

8 22. On August 3, 2005, the Secretary of State's predecessor certified Defendant's 

Y Optical Scan Votiiig System for use in Cal i fo~n~a i11 a document entitled "Conditional Approval 

3 of Use of Election System and Software, Inc. Optical Scan Voting System." One ofthe 

1 components of Defe~ldant's Optical Scan Voting System is the ballot-tnarking device for use by I/ 
! voters with disabilities, called the AutoMARK A100, with firrnware version 1 .O. I1 

I/ 23. The approval docume~it conlaincd the express conditio~l that: "No substitution ox 

1 modification of the voting system shall be made with respect to any component of the voting 

i system, including the Procedures, until the Secretary of State has been notified in writing and has 

i 1 determined that the proposed change or modification does not inipair t l ~ e  accunryrndacy a d  efficiency 

7 of the voting systems sufficient to require a re-examination and approval." 

; 111 
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1 24. Fourteen California counties now use the AutoMARK to comply with the 

2 requirement of the Help America Vote Act ("HAVA"), 42 U.S.C. $ 15301 cf seq., to providc at 

3 least one machine in each polling place so voters with disabilities can cast ballots independently. 

4 25. hi  March 2007, the Secretary of State announced an unprecedented top-lo-bottom 

5 review of voting systems certified for use ill California. 111 May. the Secreta~y contracted with 

5 the University of California to assess the secmity, accuracy, reliability and accessibility of the 

7 certified systems during an intensive two-month review. Defendant chose 1101 to submit its 

3 Optical Scan Voting Systc~ii to the top-to-bottom review. Defendant stated that instead of 

3 submitting its currently certified system to the top-to-bottom review, it would submit a new 

3 version of its Optical Scan Voting Systcm to the Secretary of State for certificatiol~ in 2007. 

I 26. Defendant's new Optical Scan Voting System is called Unity 3.0. l . I ,  and one of 

I its components is a new AutoMA'RK ballot-marking device, called the AutoMARK A200, wit11 

3 iinnware versio~i 1.1.2258. "A200 " signifies the hardware model, which indicates a change 

fro111 the AutoMARK A100 model. On information and belief, "Version 1.1.2258 "signifies the 

i version of f i ~ ~ n w a r c  011 the device, and indicates a change from the AutoMARK A100, wliicll 

j was cc~tified by a prior Secl-eta~y of State wit11 version 1.0 firnlware. To date, Defcndmt's new 

7 Optical Sea11 Voting System has never been certified by the Secretary of State because testing did 

I not begin until Noven~bcr 2007 and has not been completed. 

j 27. In addition, in 2006, Defendant did not notify the Secretary of State that it 

I intended to make hardware changes and, on information and belief, f i ~ ~ n w a r e  changes to the 

AutoMAKK A100 prior to making those changes and selling arid delivering the cha~igcd device, 

: now called tlie AutoMARK A200, to Califor~iia counties. 

28. On infomalioli and belief, Defendant andlor its subcot~tractor began 

manufacturing the changed AutoMARK A200, with Finnware vcrsion 1 .I ,2258, on or before 

March 2006. At that ~ i m e  the AutoMARK A200 had not been approvcd by the Secrelary of State 

and did not have federal certification. It was not mitil August 3 1, 2006, that the AutoMARK 

A200 received federal ce~tification. O\IASED # N-2-02-22-22-006.) To date, the AutoMARK 

A200 has not been approved for use in California by the Secretary of State. 

il 6 
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1 29. On infoniiation and belief, Defendant began sclling AutoMARKs with 

2 unautliorized changes to Califoniia counties in early 2006. Defendant sold a total o f  972 units o f  

3 the AutoMARK A200 to five California counties in 2006. The five counties that ilnknowingly 

4 bougllt 972 AutoMARK A200 machines arc Colusa, Marin, Merced, San Francisco, arid Solano 

5 counties. On information and belief, the five coimtics believed that they were purchasing the 

6 AutoMARK A100. 

7 30. Defendant delivered 972 AutoMARK A200 machines to the five counties as 

5 follows: (a) 20 units to Colusa County; @) 130 units to Marin Cour~ty; (c)  104 units to Merced 

9 County; ( d )  558 units to San Francisco City and County; and (e )  I60 units to Solano County. 

3 31. The AutoMAKK A200 n~achincs did not have federal ccrtificatioti when 

1 Defendant dclivcrcd thein to California elections ofiicials for use in elections in 2006. I-Iowcver, 

l on information atid belief, the AutoMARK A200 machines sold by  Defendant bore stickers that 

3 indicated that the machine had bee11 certified by federal inspcctors. 

i 32. On informarioli and belief; some o f  tl~esc five counties began using the 

5 AutoMARK A200s in thcir elections in Junc 2006. 

) 33. The AutoMARK A200 did not receive federal ccrtilication until August 31,2006. 

I 34. In July 2007, Defendant disclosed to the Secretary o f  State's officc that it had sold 

1 972 units o f  the AtltoMhRK A200 to five Cali fo~~iia counties in 2006. 

t 35 .  In August 2007, the Secrctaty o f  State announced her intelltion to hold apublic 

) hearing to gather facts, hcar comments froin the public, and decide whether lo initiate an 

enforcement action against Defei~dalit for violations o f  Elections Code sections 18564.5 and 

19213. 

36. The Sccretary o f  State held a public hearing on October 15,2007. 

37. At the public hearing, Defendant asserted that the Secretary o f  Statc had been 

notified o f  the changes to the AutoMAIiK; however, Defendant providcd no evidctlce berorc, 

during, or after the hcaring that it had notified tlic Sccrerary o f  State, in writing or othe~wise, or 

that i t  had obtained authorization from thc Sccretary o f  State, before i t  sold and delivered 972 

AutoMARK A200 imits in California. 

7 
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38. At the public hearing, Deferidant asserted that prior Secretaries of State had 

inteqmted Electioiis Code sections 19213 and 18564.5 to require notice to the Secreta~y of State 

only of some, but not all, chaiges to a voting system; however, Dcfe~idant provided no evidelicc 

before, during, or after the hearing to substat~tiate that assertion. 

39. At the public hearing, Defendant co~lcedcd that it had made hardware chd~igcs to 

the AutoMARK ballot marking device, but asserted that tlie changes wcrc "dc minimus." 

However, under Elections Code scction 19213, it is not the vendor's role lo characterize the 

extent of changes lo a votilig systeiil and determine whether the changes to thc voting system 

"impair its accuracy atid efficiency" and whether "reexamination and rcapprovai" of the systenl is 

required. Rather, it is the Secretary of State who rrlust make that detci-niination aficr wriltcn 

noticc has bccn provided by the vendor. 

40. On November 19, 2007, the Secretary of State issucd her "Statement ofFindings 

uid Decision of the Secreta~y of State to Seek Relief Against Election Systems & Software, Inc. 

:ES&S) Regarding tlie AuloMARK A200." Attachcd hereto as Exhibit A is a truc and correct 

:opy of the Statemc~lt of Filidii~gs and Dccision. The Secretary o:f State hereby incorporates 

3xhibit A as if fully set forth herein. 

VI. FlRST CAUSE OF AC1'16PN 

(Against Defendant for Violatioil of Elections Code section 18564.5, subdivision (a)(5)) 

41. Paragraphs 1 through 40 are re-alleged as if fully set forth herein. 

42. Defendant knowingly made unauthorized cha~iges to the hardware of the 

iutoMARK A100, which was conditionally certified in California. 0x1 iifomiation and belief, 

Iefendant also knowingly made i~ilauthorized changes to the firmwarc of the AutoMARK A100. 

43. At the October 15,2007, public hearing, Defendant conceded that hardware 

hanges were made to its AutoMARK A100 and that tlie changed machines are designated as the 

iutoMARK A200. 

44. Prior to the hearing, Defendant admitted that it sold 972 AutoMARK A200s to 

:alifomia coulities for use in California elections. 

1 l 
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45. By cot~unitting the acts alleged above, Defex~dant has knowingly, and without 

autl~orization, inserted or caused to be inserted uncertificd liardwarc into at least 972 voting 

~~iachines that have been sold to California counties for use in California elections. 

46. Said violations render Defendant liablc for civil penalties not to exceed $50,000 

which was conditionally certified in California. On information and belief, Defendant also made 

iiiiautliorizcd changes to thc fitlnwarc of the AutoMARK A100. 

49. At the October 15,2007, public hearing, Defendant conccdcd that hardware 

changes were made to its AutoMARK A100 and that the changcd machincs are designated as thc 

5 

6 

7 

8 

9 

AuloMARK A200. Defcndant did not disputc that it had not given wrilten notice to thc 

Secreta~y of State for the changes made to the AutoMARK A1 00. 

50.. Prior to the hearing, Defendant admitted that it sold 972 AutoMARK A200s lo 

Califot~iia counties for use in Califomia clcctions. 

for each act, as well as other remedies. 

VI?. SECOND CAUSE OF ACTION 

(Against Defendant for Violation of Elections Code section 18564.5, snbdivision (a)(6)) 

47. ParaW~phs 1 through 446 are re-alleged as if fully set forth hcrein. 

48. Defendant i~iade unautho1-izcd clia~~ges to the hardware of the AutoMARK A100, 

/I1 51. By conmiitling tlic acts alleged above, Defcndant has failcd to notify thc Secretary 

of State prior to making any change in the hardware and/or firmware of the AutoMARK A100. 

52. Said violalions render Defcndant lial>lc for civil penalties not to exceed $50,000 

for each act, as well as other reiiiedies. 

VIII. TWIRI) CAUSE O F  ACTION 

(Against Defendant Pursuant to Electio~is Code section 19214.5 ) 

53. PHU-agaplis 1 through 52 are re-alleged as if fully set forth herein. 

54. Defendant made miauthorized changes to thc hardwarc of the AutoMhKK A1 00, 

which was conditionally certified in Califomia. On inforniation a id  belicf, Defendant also made 

t~nauthorizcd changes to the fimn~ware of the AutoMARK A100. 

!I 9 
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2 

3 

4 

5 

6 

7 

8 

9 

55. At the October 15, 2007, public Ilearing, Dcfe~~dant conceded that hardware 

char~ges were rriade to its AutoMARK A100 and that the changed machines are designated as t11e 

AutoMARK A200. Defendant did not dispute that it had not given written ~iotice to the 

Secreta.ry ofstate for the changes made to the AutoMARK A1 00. 

56. Prior to the hearing, Del'cndaut admitted that it sold 972 AutoMARK A200s lo 

Califomia counties for use in California elections. 

57. Said violations render Defendant liable to Plaintiffs for damages in an amount not 

to exceed $10,000 per violation. "Each voting machine f6und to cor~tain thc unauthorized 

hardware, software, or finiiware shall be considered a separate violation." (Elec. Code 

0 $ 19214.5, subd. (a)(l).) 

1 BX. FOURTH CAUSE OF ACTION 

'I - (Against Defendant for Pursuant to Electioiis Code section 19214.5) 

3 58. Paragraphs 1 through 57 are re-alleged as if fully set forth lierein. 

4 59. Defendant made unanthorized changes to the hardware of the AutoMARK A100, 

5 which was conditionally certified in California. On information and bclief, Defendant also made 

5 unauthorized chauges to the fimiware of the AutoMAIlK Al00. 

7 60. At the October 15,2007, public hearing, Defendant conceded that hardware 

3 changes were made to its AutoMARK A100 and tliat the changed il~achines are designated as the 

) AutoMARK A200. Defendant did not dispute that it had not given written notice to the 

1 Secreta~y of State for the changes ~nade to the AutoMARK AiOO. 

I 61. Prior to the hearing, Defenda~~t admitted that it sold 972 AutoMARK A200s to 

! Califon~ia counties for use in California elections. 

\ 62. Said violatio~is also render Defendant liable for a "[rlefund of all moneys paid by 

I a locality for a colnpro~i~ised voting system, whether or not thc voting system has been used in an 

; election." (Elec. Code, S 19214.5, subti. @)(4).) 



PRAYER FOR WF,LIEF 

11 WHEREFORE, Plaintiff prays that this Court: 

3 11 1. Pursuant to the First Cause of Action, grant civil pe~~alties according to Elections 

4 / /  Code section 18564.5; 

5 / /  2. Pursuant to thc Second Cause of Action, grant civil penalties according to 

6 Elcctions Code section 18564.5; I1 
/I 3. Po1.suant to the Third Causc of Action, awal-d damages according to Elections 

8 Code section 10214.5; I/ 
I/ 4. Pilrsl~ant 10 the Fourth Cause of Action, enter such ordcrs as ?nay be necessary to 

10 refund all moneys paid by a locality for the unapproved AutoMARK A200; /I 
I 1  I1 5. Award plaintiff her costs of suit; 

l 2  I1 6. Grant such other and further relief as the court deems just and proper 

13 Datcd. November 19, 2007 I/ 
Rcspcctfully submilled, 

EDMUND G. BROWN JR. 
Attorney General of the State of California 

CIHRISTOPHER E. KRUECEK 
Senior Assistant Attomey General 

CONSTANCE I,. LELOUIS 
S~~pervising Deputy Attorney General 

MARGARET CAREW TOLEDO 
Deputy Attorney General 
Attorneys for Officc of Secrctary of State 
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EXHIBIT A 



STATEM.ENT OF FINDINGS AKD DECKSHON 
OF THE SECRETARY OF STATE 

TO SEEK RELIEF AGABNST 
ELECTION SYSTEMS & SOFTWARE, XNC. (ES&S) 

REl;ARTD!ING THE AUTOMARK ,4200 

Califoinia law prohibits the use of any "voting system, in whole or in part.. .unless it has 
received the approval of thc Secretary of State prior to any clection at which it is to be first 
used." (Elec. Code $ 19201@).) 

I'rior to considering any new voting systoin for approval, or any change to a currently certiiied 
voting system, the Secretary of State conducts a thorough examination and review of the 
proposed system that typically includes: 

(a) A review of the application and documentation of thc systcm; 
(6) End-to-end functional examination and resting of the system; 
(c) Voli~mc testing undcr election-like circumstances of thc system andlor all voting devices 

with which the voter directly interacts; 
(d) Demonstration for and review by targeted stakeholders, including courity elections 

officials, and reprcsentative advocaies fbr voters with accessibility needs; and 
(e) A public hearing and public comment period. 

When 21 voting system or part of a voting system has been approved hy the Secretary of' State, it 
shall not be changed until the Secretary of State has been notified in writing and has determined 
that the changc does riot impair its accuracy and efficiency sufficient to require a reexa~xiination 
and reapproval. (Elec. Code 5 19213.) 

Under Califo~nia law, the Sccrerary of State has the powcr to seek, among other things. rnonerary 
damages. refunds, civil penalties, and injunctive relief for failure to notify the Secretary of State 
and receive Secrettary of Slate authorization bcfore changing a certified voting system. or part of 
a voting systcm. 

Undm California law, the Secretary of State has the powcr to bring a civil action to recover civil 
penalties of $50,000 per act against a business for "knowingly, and without authorization, 
inserting or causing thc insertion of uncerlified hardware, sofnvare, or firmware into a v o t i n ~  



machiiic, voling device, voting systcm, vote tabulating device, or ballot tally sof:v*are." (Elec. 
Code $ 18564,5(a)(j).) 

IJnder California law, the Secretary of State has the power to bring a civil action to recover civil 
penalties of $50,000 pcr act against a business that "fails to notify thc Secretary of State prior to 
any change in hardware, software. or firmware to a voting machine, voting device, voting 
system, or vole tabulating device, certified or conditionally certified for use in this stale." (Elec. 
Code i8564.S(a)(6).) 

In addition to the remedies set faith in Elections Code 5 18564.5, the Secretary of Statc may seek 
all of the following relief lor an unauthorized change in hardware, software, or firmware to any 
voting systcm certified or conditioiially certified in California: 

o Monetary damages fronl the offending party or parties, not to exceed ten thousand 
dollars ($10,000) per violatioil. Each voting machine found to contain the 
unauthorized hardware, software, or rumware shall be considered a separate 
violation. 

o Immediate commencement of dece~lification proceedings for the voting system in 
question. 

o Prohibiting the maiufacturer or vendor of a voting system from doing m y  clections- 
related business in the state for one, two, or three years. 

o Refund of ail lnoneys paid by a locality for a colnproinised voting system, whether or 
not the voting system has been used in an election. 

o Any other remedial actions authorized by law to prevent unjust enrichment of the 
offending party. (Elec. Codc ij 19214.5(a)(I)-(j).) 

'The Secretary of Statc may also seek injunctive relief requiring any vendor or manufacturer of a 
voting machi~~e, voting systeln, or vote tabulating device to comply with the requirements of the 
Elections Code. (Elec. Code $ 19215; Elec. Code 5 18564.5.) 

The Sccrctary of Statc has the power to investigate any alleged violations of the Elections Codc. 
(Elcc. Code fi 19102.) 

Before seeking relief undcr Elections Code $19214.5, the Secretary of State must hold a public 
hearing. @kc. Code $19214.5(b).) 

The decision of the Secretary of $?ate to seek relief under Elections Code $i921.1.5 must be in 
writing aid state thc findings of the Secretary. (Elec. Code 519214.5(c).) 



The following Pacts are based on information gathercd independci~tly by the Secreta~y of State, 
drawn from the Secretary of State's public hearing held on October 15,2007, and provided to the 
Secretary of Stale by Election Sysle~ns & Soft-sare, Inc. (ES&S). 

1. On June 1,2005, voting system vendor Election Systenls & Software, Inc. (ES&S) 
received federal certification O\IASED #N-1-16-22-12-001) for jts Optical Scan voting 
system, including a ballot-ma1-king device component, called the AutoMARK A100, 
Vcrsion 1.0. 

2 On August 3. 2005, the ES&S AutohlARK Al00, Version 1.0, was certiiied for use in 
Califnrnia as part ofthe ES&S Optical Scan voting system. 

3. The Caiifornia certification doctiment coi~tained rhe express condition that: "No 
substitution or nlodification of the voting systems sllall be rnade with respect to any 
component of the voting systems, including the Procedures, until the Secretary of State 
11as been notified in writing and has determined that the proposed change or inodification 
does not impair the accuracy and efficiency of the voting systems sufficient to require a 
re-examination and approval." (Conditional Approval of Use of Election System and 
sofhuare, inc. Opticai Scnn Yoring ,S~rtem, Secretary of State, August 3.2005.) 

4. From March through August, 2006, ES&S delivered 972 AutoM.4fX A200 machines to 
five California counties: Colusa, Marin, Merced, San Francisco CiLy &County, and 
Solano. Cotu~ty elections officials belicved thcy had bought and received ce~fified 
AutoMARK A1 00 machines. 

5. As early as June 2006: some or all of the five counties began using the AntoMARK A200 
machines in their elections, before the n~achincs had ever been approved by the state or 
federal governnlent. 

6. On August 3 1,2006, ES&S received federal certification for the linity 3.0.1.1 voting 
system. This ccrtification included approval Tor both AutoMARK A100 and A200 units 
with Version 1.1.2258 firmware (NASED #. S-2-02-22-22-006). 

7.. In late August and early September 2006, the Secretary of State's officc conducted a 
volume test of I00 AutoMARK ballot-marking devices containing Version 1.1.2258 
firmware as part of an ES&S application Sor California certification of its new Unity 
3.0.1.1 voting system. The test revealed ~~umcrous serious errors, and ES&S 
subsequently withdrew its application for certification ofthe new system. The Unity 
3.0.1.1 voting system was nevcr certified for use in Califori~ia. 

8. On July 11,2007, nearly one year later, the Secretary of State discovered for thc first 
time the existence of two AutoMARK hardware models: A100 and A200. l'he discovery 
was made during a conference call wit11 CS&S about its new application for state 
certification of the Uruty 3.0.1.1 voting system, which as noted above, had failed testing 



in 2006. The followillg is a summary of factual adniissio~is made by ES&S during the 
July 11, 2007. conference call: 

o ES&S stated its new application for certification ofthe Unity 3.0.1.1 voting system 
iilcluded a compolient called tlie AutohIARK A200, with firmware Version 1.1.2258. 

o ES&S stated ES&S had already subiuittcd for California testing both AutoMARK A100 
and A200 units with Versioii 1.1.2258 firmware in August-Septcniber 2006. 

o ES&S stated that at the tiine it submitted both the -4utoMARK A100 and A200 (referring 
to them as "Phase I and Phase 11") for testing in the fall of 2006, ES&S had already 
deployed both illodels in Caliibmia. 

9. On July 17, 2007, following rhe conference call. ES&S sent the Secretary of State one 
photograph of the A100 modcl with its cover open and one photograph of the A200 
model with its cover open, showing visible differences between the two models. 

10. On July 23,2007, ES&S sent the Secretary of State an e-mail containing a spreadsheet 
confinilir i11 detail the verbal statement ES&S made on Julv 11.2007. that in mid-2006 , , 

it had depkycd AutoMARK A200 units in California. The spreadshed? sho\ved ES&S 
delivered 972 AutoMARK A200 units to five California courities as follows: 

Colusa County 20 machines 
Marin Cou~lty 130 nlachiiies 
Merced County 104 machines 
San Francisco City & County 558 machiiies 
~oL~!!P.CQU~~Y YY.YYYY.YYYY 160 machines 
Total 972 machines 

11. From July through Octobcr 2007, the Secretary of State undertook ai independent 
investigation to confirm the statements and documentation provided by ES&S regarding 
its deploymcnt of AutoMAM A200 units in C'alifomia. 

12. ES&S did not provide notice to the Secretary of State tliat it changed tlie AutoMARK, 
Iior did ES&S obtain authorization for the changes from the Secretary of State, beforc it 
sold and dclivcred 972 units of the AutoMARK A200 in California in 2006, as required 
by l~lections Code $19213 and $lS564.5. 

13. On October 15,2007, the Secretary of State held a public hearing on the ES&S 
AutoMAlZK issue, as required by Elections Code $19214.5@). 

14. At the public hearing, ES&S assertcd tliat rhe Secretaiy of State had been notified of the 
chanees to d ~ e  AutoMARK; however, ES&S provided no evidencc before, during, or 
afier the hearing thal it had notified the Secretary of State, in writing or othemise, or that 
it had obtained authorizaiion from the Secretary of State: bcfore it sold arid delivcred 972 
AutoMARK A200 units in California. 



15. At the public hearing ES&S asserted that prior Secretaiies oCState had interpreted 
Elections Code $19213 and $18564.5 to require notice to the Secrelarf of State only of 
some, but not all, changes to a voting system; however, ES&S provided no evidence 
belbrc, during, or after the hearing to substantiate that assertion. 

16. At the public hearing ES&S conceded that it had made hardware changes to die 
AutoMARK ballot marking device, hut asserted that the ch%nges were "de minimus." 
However, under Elections Code 3 19213, it is not tllc vendor's role to characterize the 
extent of changes to a voting system and determine whether the changes to the voting 
system "impair its accuracy and efficiency" and whether "rcexanination and reapproval" 
of the system is required. Rather, it is the Secretary of State who nlust make that 
determination aAer written notice has been provided by the vendor. (Elec. Code 5 
19213.) 

Therefore, 1, De6m Bowe?~, Secretary ofSfuIe fop ffte Stale of C(drorniu,fi~zd und determine, 
bused on the iegd idatf~oritj nndf~cPtdidlfi?~d?gs setforth above, fitefol~on~i~lg: 

o ES%S violated Elections Code $19213 and 818564.5 multiple times dnring the 
period March 2006 through Atrgust 2006, when it failed to notify or obtain approvai 
from the Secretary of State, as required by Elections Code $19213 and 518564.5, 
before (I) making changes lo the AuBoMWRK ballot marking device canleponent oE 
its certified Qpticsk Scan voting system; and (2) seEling and delivering to five 
Califoralia counties 972 AntoMAKK units containing unauthorized changes. 

o ES&S failed to comply with am express condition of tlke Secretary of State's August 
3,2005, Sonditionab Approval of Use ofE2ecPionn Syseem awd Software, Emc. Optical 
Scan Volixg System, wlnich specifies lhae: "No substitution or modification of the 
voting systems shall be made with respect to any eobltponeplt of the voting systems, 
inelmding the Procedures, until tire Secretary oEStste has been notified in writing 
and bas determined that the proposed change or modification does not impair the 
accuracy and efficiency of the voting systems suficiene to require a re-examhnaBioaa 
and approva!." 

o As Secretary of State, T wiil seek the foIlowing relief, at a minir~ruw and as prapvid~d 
by statute, through a civil action against ES&S: 

o Y'ursuant to Elections Code $I$544.5(a)(S), civil penalties ofS50,000 per act 
for Lmowingfy, amd witho~e authorization, inserting or causing the insertion 
of waacertified hardware, software, or Rrmsvare into a voting machine, voting 
device, voting system, vote tabulating device, or baglot tally sofhvare. 

o Pursuant to Elections Code $18564.5(a)(6), civil penalties of S50,000 per act 
for failing to notify the Secretary of S M r  prior to any change in hardware, 
software, or firmware to a voting machime, voting device, voting systenn, or 
vole tabulating device, certified or conditionally certified for use in this state. 



o Pursuant to Elections Code $19214.51~): 

(1) Monetary damages from the offending party or parties, oot to excccd 
Pee thousand L'oBiiars (S1@,000) per violstioo. For purposes of this 
subdivision, each voting machine found to coetain the aanawthori7ed 
hardware, sufhvare, or firmware shall be considered a separate 
vioEaiiorm. 

(2) Refunod of all moneys paid by a loca!ity for a compromised voting 
system, whether or not the voting system has beeat used in an 
election. 

(3) Aany other remedial actions authorized by law to prevent unjast 
enrichment of the offending pr?.rQ. 

lN WI'INESS WEREOF,  I hereunto set rny 
hand and affix the Great Seal of the State of 
California, this 19th day of November, 2007. 

&BRA BOWEN 
Secretary of State 


